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Intended Audience

The guide is intended for system administrators and backup administrators who are familiar with

storage and backup technologies.

This document assumes that the reader is familiar with the following topics:

- Backup Exec
- Active Directory
- Windows Server administration

- iSCsI

©Copyright 2010. QNAP Systems, Inc. All Rights Reserved.
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Before starting

If you are using Windows Server 2008 R2, make sure you have an up-to-date version of Backup Exec

to avoid the following error:
336357: Remote Windows Server 2008 R2 backup fails with error - 0xe000fec9 - A failure occurred
accessing the Writer metadata
http://support.veritas.com/docs/336357

Definition:

Notes:

BE stands for Backup Exec

IDR stands for Intelligent Disaster Recovery

This application note has been written and tested with Symantec BE SP3 with Windows Server
2008 R2 and with Windows Server 2003 SP2 (for IDS), in Active Directory environment for
accessing the shared folders.

This application note describes the connection between BE 12.5 and a QNAP NAS, and specific
points you have to pay attention. It will not describe full usage of the backup software.
You must use a domain user account to connect to the shared folders on QNAP NAS with BE
12.5 if the NAS has been joined to an Active Directory.

In this application note we use a domain called ‘adtest.local’. This is an example and needs to
be changed to match your domain information.

Please read Symantec BE documentation for more information about the backup software.

To use file archive bit, the NAS firmware must be updated to version 3.3.0 or later (for more

details, please refer to page 29).

Minimal configuration:

You need a shared folder on the QNAP NAS, with Read/Write access granted to a domain user.
BE services on the Windows server must run with the same domain user account used for the
shared folder on the NAS (to be described later), with administrative privileges on that server.
For Active Directory integration, make sure:

o You have the DNS entry of your NAS on the DNS server

o The Windows server with BE is the client of the correct DNS server: your domain DNS

server.
o The DNS suffix has been correctly set up in the Windows server with BE.

If necessary, you can use an iSCSI drive to store the backups from Backup Exec.

©Copyright 2010. QNAP Systems, Inc. All Rights Reserved. 5
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Backup Topology

Agent

BE 12.5 Server

L

[

eShare folder eShare folder
*iSCSI *iSCSI

Backup Exec is composed of 3 parts:

O

P

- A central backup server (BE 12.5 Server): It controls and manages the backup source and
destination.

- Backup source: It can be a server or PC with Backup Exec agent installed on it, or a standard
network shared folder (NAS).

- Backup destination: It can be the backup server itself or network storage connected by iSCSI or
Microsoft Networking.

Backup Exec Server 12.5 for Windows can be used with QNAP NAS:
e To back up data to QNAP NAS
e To back up data from QNAP NAS

You can back up the shared folder contents of QNAP NAS with Backup Exec server to a backup storage
device. You can also back up the data from an iSCSI drive through Backup Exec agent running on a
server and also the contents of a shared folder.

There are two possible configurations to back up data to QNAP NAS:
e Back up to an iSCSI drive: It is easier to set up. You only need to create an iSCSI target and
LUN on the QNAP NAS and connect to the NAS from a server running Backup Exec Server.
® Back up to a shared folder: It requires more settings on Backup Exec. You need to set
additional configuration in order to browse the NAS shared folders correctly and to authenticate

the user account used to connect to the shared folder where the backup data will be stored.

©Copyright 2010. QNAP Systems, Inc. All Rights Reserved. 6
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Back up to an iSCSI drive on QNAP NAS

Create an iSCSI target on the NAS

Create an iSCSI target on the NAS and connect the iSCSI drive to your Windows server. For the

instructions, see this application note: http://gnap.com/pro application.asp?ap id=135

For example, if you have connected your iSCSI drive as M:\ on your server, you can use the new iSCSI

drive as the media repository and specify the Backup-to-Disk Folder to M:\

Connect BE to the iSCSI drive (NAS) as a media repository

In this example, the BE server is named ‘TESTSERVER'.
Start your BE console. Go to 'Devices’, locate your BE Server. Right click ‘Backup-to-Disk Folders’

and select ‘New Backup-to-Disk Folder’ in order to add a backup destination.

File  Edit View Network Tools Window Help
% Backup Exec 12.5 for Windows Servers

Backup w | Restore w Job Setup Joh Monitor

Devices - 3 ltems
=)\ Storage Devices
=) &9 Device

H = 5

General Tasks

Pools

=i »

Device Tasks

Media Tasks

Figure 1

©Copyright 2010. QNAP Systems, Inc. All Rights Reserved. 7
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Enter the name of the Backup-to-disk folder that will appear in BE, for example ‘My new iSCSI Backup
Destination’. This name will be used in the future to select the destination of your backup jobs.
Specify the path of the Backup-to-disk folder that you want to use in ‘Path’. In this example, the path

M:\ corresponds to the iSCSI drive which was connected previously (in Create an iSCSI target on the

NAS).

New Backup-to-Disk Folder Comments? [E4

General | Advanced I

T amne: |My new i5C51 Backup Destination|
a_th: [
Statuz: [~ Pause

¥ Enable

¥ Oriline

r Backup-to-dizk file management

HMaximum size for backup-to-disk files: 4 IGB j

[T allocate the maximum size for backup-to-disk files

b asimum number of backup sets per backup-to-dizk file: 100

— Concurrent operations

QIIUWI 1 3: concurent jobs for this Backup-to-Disk Folder.

Ok I Cancel Help

Figure 2
Change other options wherever necessary (refer to Symantec documentation for more details). Then

click ‘OK’.

Your Backup-to-disk folder is ready to be used by BE. Please continue the application note to create a

new backup job and select this Backup-to-disk folder.

©Copyright 2010. QNAP Systems, Inc. All Rights Reserved. 8
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Select the NAS as destination

- Start the backup wizard, choose custom settings.

- Follow the wizard until you are prompted to choose the backup device and media.

Backup Wizard

Backup Device and Media
'our backup must be targeted to a particular device and media set,

;b Wwhich device would pou like to uze to back up pour data?

IKeep Data Infinitely - Do Mat Allow Ovenrite j

Figure 3
- Select your Backup-to-disk folder created previously: ‘My new iSCSI Backup Destination’,

corresponding to the iSCSI storage on your NAS.
Note:

This solution does not require any domain integration because the iSCSI drive is directly mounted on

the BE server. It is the easiest way to use QNAP NAS as a backup destination.

©Copyright 2010. QNAP Systems, Inc. All Rights Reserved. 9



Back up to a shared folder on QNAP NAS

Shared folder and permission

To use BE with the shared folders on QNAP NAS, you need to:
- Create a shared folder on the NAS to store the backup data
- Assign read/write access right of the shared folder to a domain user.

Follow the steps below to set up the connection between QNAP NAS and BE v12.5.
Make sure your NAS is a member of the Active Directory. See this application note to join the NAS to

an AD: http://gnap.com/pro_application.asp?ap id=153

Login the NAS with an administrator account. Go to ‘Access Right Management’ > ‘Share Folders’.
Click ‘New Share Folder’ to create a shared folder as the backup destination. In this example, we

called it ‘BackupFolder”.

Share Folder Settings

[RAID 5 Disk Volume: Drive 12 3 4 =]

Disk Volume:

Hide Folder: © Yes @ o @

Lock file {oplocks): @ yesz () Mo

Path: @ Specify path automatically

) Enter path manually

Description:

Figure 4

Assign the folder access right to system administrator only.

Privilege

You can select one of the following methods to configure the user
access right to the network share folder.
Full access (Grant full access right for everyone)

By User

9 Only the system administrator (admin) has full access. General
users have Read Only access.

Guest Access Right

9 Deny Access Read only Read\Write

Figure 5

©Copyright 2010. QNAP Systems, Inc. All Rights Reserved. 10
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The new shared folder (BackupFolder) is shown on the list.

[€» New Share Folder ]| & Restore Default Network Shares |

BackupFolder Mo ...@.

| Network Recycle Bin 1 4KB 0 0 No EBEEEE

Figure 6

Click (Access Control) on the same row of the new shared folder.

[© New Share Folder || & Restore Default Network Shares |

BackupFolder
O

Network Recycle Bin 1

Figure 7

Select ‘Domain Users’ from the drop-down menu. Assign read/write access to the domain user you
are going to use with BE.

Access Right to the Share Folder:

Network Share Name: BackupFolder

| Domain Users_[ =

Figure 8
To connect to QNAP NAS and authenticate the access correctly:

- If your NAS is joined to an Active Directory, you must assign the access right to a domain

user account.

©Copyright 2010. QNAP Systems, Inc. All Rights Reserved. 11
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- If your NAS is in standalone mode (not joined to an Active Directory), you may use a local
user account to login the NAS. The user name and password on the NAS must be the
same as the user name and password used by BE services (to be explained later).

- It is highly recommended to use Active Directory.

- In this example the domain user we use is ‘adtest\administrator’. You can use other domain

user account.

The domain user must have administration privileges on the local BE server (see Symantec
documentation for more details).

This domain user is chosen during BE installation.

i% Symantec Backup Exec {TM) 12.5 for Windows Servers M=

Symantec Backup Exec Services
Enter Service Account Information

YWelcame — Enter the user name and password of an account that has local administrative privileges for the Backup
E Exec services to use.
License ] ] ] ]
If you install the Backup Exec database to a SOL Server instance on a different computer, enter a domain
kenu gcount that alzo has local administrative privileges on that computer.
License Keys It an existing Certral Admin Server Option or SAM Shared Storage Option enviranment, enter a domain

. account that also has local administrative privileges on the central administration server or primary server.
Local Options

If pout install the Desktop and Laptop Option, enter a domain administrator account, or & standard domain

) Credentials account with local administrative rights.
Settings Select or enter the Diomain name in the Domain list. |f thiz computer iz not & member of a domain, select or
enter the local computer name in the Domain list,
Install
Finish
Username Iadministlatol
Pazzword ||
Domain— |4DTEST =l
Support Web Site
Wiew Headie
, symantec. Back Next Cancel
Figure 9

©Copyright 2010. QNAP Systems, Inc. All Rights Reserved. 12
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If you have already installed BE, you can verify the user used by BE services from your Windows server
in the services management console.
See the user used for ‘Backup Exec Device & Media Service’ in the services management console on
your Windows server:

- From the server with BE server, click ‘Start’.

- Go to ‘Administrative Tools’ > ‘Services".

- On the list, you can see the user running ‘Backup Exec Device & Media Service'.

- In this example, it is ADTEST\Administrator.

£ Backup Exec Agent Browser fillws the Backup Exec job enagin...  Started Aukarnatic AOTESTAdriniskrakar

# 0o ckup Exec Device & Media Service Provides several COM server inter... Started Aukomnatic ADTEST)Adminiskrator 3

£k Backup Exec Job Engine Receives job requests fromthe B.,,  Started Aukomnatic ADTEST)Administrator
‘C}Backup Exec Remate Agent For Windo,..  Provides Backup and Restore serv...  Started Automnatic Local Syskem

51 Backup Exec Server Irnplements job scheduling, server...  Started Autornatic ADTEST\Adminiskr ator
£k Base Filketing Engine The Base Filkering Engine (BFE) is ...  Started Aukomatic Local Service

Figure 10

To change the domain user used by BE, follow the steps below (see Symantec documentation for more
details):
From the BE console:

- Select ‘Backup Exec Services..’ from the ‘Tools’ menu.

File  Edit  Wiew  MNetwork | Tools | Window — Help

& Backup Exec 12
Backup Exec Diagnostics. .,

| Backup ~ | Restore ~ | [NNMESPRPRR » B

Backup Exec Services... |

General Tasks b3 I ho: —
bel
Device and Media Operations [
Delete )
Properties Wizards '
Figure 11

©Copyright 2010. QNAP Systems, Inc. All Rights Reserved. 13
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Click ‘Services credentials...’ to edit the services credentials.

’“‘ﬂ Backup Exec Services Manager

Here you can start and stop all of the Backup Exec services az well az et the logon
fab  credentials used to run them.

Server. I Add | Impart List... |

Start all services |
Stop all zervices |
Restart all services
Refrezh
Remove Servers |

Cloze I Help |

Figure 12

Enter the account information of a domain user who has administration privileges on the Windows
server and read/write access to the shared folder on the NAS. In this example we use

ADTEST\administrator: the username is administrator, the domain name is ADTEST. Then click ‘OK’.

Service Account Information

¥ Change service account information
Uszer name: Iadministlatml ﬂl
Domain name: I,.-.\[)TEST j &l

Mew pazsword: I i

LConfirm password: I s

[” Change startup options

) Sutomatic  Manual £ Dizabled

Figure 13

©Copyright 2010. QNAP Systems, Inc. All Rights Reserved. 14



Click ‘Restart all services’ to restart BE services.

#, Backup Exec Services Manager E{

:ﬁ Here pou can ztart and stop all of the Backup Exec services as well ag zet the logon
f5%  credentials used to run them.

Server I i | Impart List.. |

Server Mame Start all services |

Stop all zervices |

Restart all services

Services credentialz. . |

Refresh |

Remove Servers |

Cloze I Help |

Figure 14

©Copyright 2010. QNAP Systems, Inc. All Rights Reserved.
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Connect BE to the NAS shared folder as a media repository

Once your shared folder has been created on the NAS with correct permission (see the procedure

above), you can connect your BE server to the NAS shared folder. Please follow the steps below:

In BE console, go to ‘Devices’, develop your BE Server. Right click ‘Backup-to-Disk Folders’ and select

‘New Backup-to-Disk Folder’ in order to add a backup destination.

23 Symantec Backup Exec {(Evaluation Yersion: day 3 of 60) - [Devices]

File  Edit View Network Tools ‘Window  Help

% Backup Exec 12.5 for Windows Servers

Backup w | Restore w | Job Setup Joh Monitor
Devices - 3 ltems

=)\ Storage Devices
=) &9 Device Pools

General Tasks

Media Tasks

Figure 15

©Copyright 2010. QNAP Systems, Inc. All Rights Reserved. 16
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In ‘Name’ enter the name of the Backup-to-disk folder that will appear in BE, for example ‘My New
Backup Destination’. This name will be used in the future to select the destination of your backup jobs.
In ‘Path’ specify the path of the Backup-to-disk folder that you want to use. You can specify the path
manually browse the Active Directory or browse the Windows Network to obtain the Shared Folder list

(see below).

1. Specify the NAS shared folder as the destination in ‘Path’.

New Backup-to-Disk Folder Comments? [E4 |

General | Advanced I

M arme; by Mew Backup Destination

I'x"-.qnap-nasl adrest local\B ackupFolded

Statuz: [T Pause
¥ Enable
¥ | Drline

— Backup-to-disk file management

M aximunn size for backup-to-disk files: 4 IGE j

[ Allocate the maximum size for backup-to-disk files

Mazimurn number of backup sets per backup-to-disk file: 100

— Concurrent operations

Aillon I 1 E: concurrent jobs for thig B ackup-to-Dizk Folder.

k. I Cancel Help

Figure 16

©Copyright 2010. QNAP Systems, Inc. All Rights Reserved. 17
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You can use different paths to connect to the same destination, depending on your network
configuration:

- \\x.x.x.x\BackupFolder (No name resolution)

- Or

- \\gnap-nas2\BackupFolder (NetBIOS name resolution or DNS name resolution if the DNS suffix

is set up correctly)
- Or
- \\gnap-nas2.adtest.local\BackupFolder (preferred, DNS Name resolution. ‘adtest.local’ has to

be replaced by the domain name)

2. Or browse to the NAS using Active Directory (the NAS must be joined to the Active

Directo ry) : New Backup-to-Disk Folder
General | Advanced |
Narme: |My New Backup Destinatior|
Path: | ﬂ
Click the browse button. Status I Pause
[V Enable

¥ Griine

- Backup-to-disk file management

Maximum size for backup-to-disk files: 41GB "l

[~ Allocate the maximum size for backup-to-disk files
Mazimum number of backup sets per backup-to-disk file: 100

~ Concurrent operations

Allows 1 3: concurrent jobs for this Backup-to-Disk Folder.

11’9 I Cancel I Help |

Figure 17

Choose Backup Folder Location  Comments? [Il[=]

- Develop ‘Domains’.

Choose a location:

_ \ ; f Pt =3 All Resources
Develop ‘Active Directory Domains’. it

|»

- Develop your domain. In this example the domain is

= ﬁ Active Directory Domains
=] gk adtest.local

‘adtest.local’.

- Develop the server where is your shared folder. In this

example we created the shared folder ‘BackupFolder’ on the
QNAP NAS named ‘gnap-nas2”.

-1 &) gnap-nas2

i W}eackupFolder
—rhe
- Select the shared folder to use for backup. In this example - f] backups2
[ E;] backupshared ﬂ
we use the shared folder ‘BackupFolder’ created previously.
) \ , Make NewFoIdelml oK I Cancel I
- Then click ‘OK". /.

Figure 18

©Copyright 2010. QNAP Systems, Inc. All Rights Reserved. 18
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3. Or use the NetBIOS name resolution on the same subnet by browsing Microsoft Windows

Network.

New Backup-to-Disk Folder

General I Advanced |

Name: [My New Backup Destinatior{
Path: I l __]
Click the browse button. — £ pai
¥ Enable
¥ Orline

I Backup-to-disk file management

Marimum size for backup-to-disk files: I 4]GB 'I

[~ Allocate the maximum size for backup-to-disk files
Maximum number of backup sets per backup-to-disk file: 100

i~ Concurrent operations

Allow | 1 3: concurrent jobs for this Backup-to-Disk Folder.

oK I Cancel Help

Figure 19

Choose Backup Folder Location Comi

- Develop ‘Domains’.

Choose a location:

- Develop ‘Microsoft Windows Network’. Er 45 A Resoices
[+ TESTSERVER

= Domains

|»

- Develop your domain. In this example the domain is
‘ADTEST".

- Develop the server where is your shared folder. In
this example we created the shared folder
- Dacrap
‘BackupFolder’ on the QNAP NAS named ‘QNAP-NAS2’. E=-£ backups2 .|
) ;53 backupshared
- Select the shared folder to use for backup. In this gg;”;:;“rkﬂewdml
example we use the shared folder ‘BackupFolder’ P
. [#-§0] Public
created previously. -4 Qdownload
=+ g;| Qmultimedia Ll

- Then click ‘OK".
Make New Folder...l oK I Cancel ]

/4

Figure 20

©Copyright 2010. QNAP Systems, Inc. All Rights Reserved. 19
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New Backup-to-Disk Folder Comme

General | tdvanced I

Mame: iy Mew Backup Destination
Fath: I\'\qnap-naszadtest.Iocal'\BackupFolderl ...
Status: [~ Pause

¥ Enable

¥ [rline

— Backup-to-dizk flle management

I aximum gize for backup-to-disk: files: 4 IGE ﬂ
[ Allocate the maximum size for backup-to-disk files

b axirnurn number of backup zetz per backup-to-dizk file: 100

r— Concurrent operations

&IIDWI 1 3: concument jobs for thig Backup-to-Dizk Folder,

OF. I Cancel Help

Figure 21

After you have specified the Name and Path, you can change other options wherever necessary (refer

to Symantec documentation). Then click ‘OK".

Your Backup-to-disk folder is ready to be used by BE. Please continue the application note to create a

new backup job and select this Backup-to-disk folder.

©Copyright 2010. QNAP Systems, Inc. All Rights Reserved. 20



Once you have added your NAS as Backup-to-disk in BE, this Backup-to-disk folder will be available
and ready to be used as a backup destination.

@Symantec Backup Exec {(Evaluation Yersion: day 51 of 60) - [Devices]
File Edit View Network Tools Window Help

% Backup Exec 12.5 for Windows Servers

Backup w | Restore w | Joh Setup ‘ Job Monitor Alerts | Reports m M
~| Devices - 0 ltems

=} [{J Storage Devices || Media Label 4| M
(=) &9 Device Pools MNone

General Tasks

Rename
Delete
Properties

YER
Device Tasks ja qne lees

O Pause

@ Enable
o

Media Tasks X S
@ Removable Backup-to-Disk Folders
| L T8 e e ok 4K

Inventory | My New Backup Destination

Scan i
General Disk space
Mame: My New Backup Destination Low disk spa

Figure 22

On the same window you can see information of your new backup destination.

General
MName: My Mew Backup Destination

Status:  Ready

Provider: Backup-to-Disk,

Path: 1\gnap-nasz. adtest localiBackopFolder
Tvpe: Backup-to-Disk. Folder

Figure 23

©Copyright 2010. QNAP Systems, Inc. All Rights Reserved. 21



Select the shared folder as the backup destination

- Start the backup wizard, choose custom settings.
- Follow the wizard until you are prompted to choose the backup device and media.

Backup Device and Media
Y'our backup must be targeted to a particular device and media set.

1 - | Which device would you like to use to back up pour data?

IM_I,J Mew Backup Destination

Figure 24
- Select your Backup-to-disk folder created previously (My New Backup Destination)
corresponding to the shared folder on your NAS.

- Complete the wizard until the end.
When you run the backup job, the backup data will be stored in ‘My New Backup Destination’

corresponding to the shared folder on the NAS.
For the other options regarding backup with Backup Exec, please refer to Symantec documentation.

©Copyright 2010. QNAP Systems, Inc. All Rights Reserved. 22
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Restore with Intelligent Disaster Recovery (IDR) from the NAS

Symantec IDR allows you to restore a complete server after a disaster, for example in case of hardware
failure, even if the system cannot start anymore, by booting the server on a recovery CD. You can
back up your servers with IDR backups, store your backups on QNAP NAS, and restore the complete

SEerver.

This solution has been tested with a Windows Server 2003 R1 SP2 backup. You have to create an IDR
backup first to be able to restore the data using IDR. Please refer to Symantec documentation to

learn how to use IDR and create the recovery CD.

- Boot the server you want to restore using the IDR CD.

- Select Automated Recovery.

- Follow the wizard to restore the server until you are prompted for the Restore Method.

- You can use your Windows server with BE media server. Select the option ‘Install networking
and then restore from a remote media server’. The remote media server is the BE server that

manages the backup stored on QNAP NAS.

Symantec Intelligent Disaster Recovery for Windows Servers ll
Select Restore Method ﬁ_-
‘fou can choose to restore via a local device or across the network. L

Dizaster Recovery iz now ready to automatically restare your data. Select a method for accessing the media
device.

€ Use locally attached media device

Select this option if you have locally connected backup media devices such as tape
drives, autoloaders, or backup-to-disk folders.

™ Install netwarking, and then restore from remate backup-to-disk folders.

Select this aption if your backup-to-disk folders are on remate computers

' Ingtall networking, and then restare from a remote media server

Select this option if you want to submit the restare jobs to a media server

Click MNext to continue.

< Back I Mext » I Quit Help

Figure 25

When prompted for the network configuration, remember to set up your network configuration
by clicking ‘Configure’. For example, if you do not use DHCP, you may need to set up the IP
address, the DNS or WINS server, and add your domain DNS suffix.
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Symantec Intelligent Disaster Recovery for Windows Servers )_(_'
Network Configuration ’
i o
Installing network A

The network is installed. By default, the listed network adapters are assigned IP addresses from the
i default DHCP server. To assign a static IP address to an adapter, select a network adapter from the list
\f) and then click the Configure button.

Adapter List:

k=

Local Area
Connection

Click Next to continue.

s

< Back | Nexzt > Quit Help

Figure 26

- After the network has been configured, you can connect to your Windows server with BE.

our example, we are using the server TESTSERVER in the ADTEST.LOCAL domain.

Symantec Intelligent Disaster Recovery for Windows Servers . x|

Connect to Media Server ’
From which media server do you want to perform a restore? a0

Enter the Backup Exec Service Account and password to connect to the media server where the media device is
attached.

Server Name: ITESTSERVEH.ADTEST.LUEAL

Domain Name: IADTEST

User Name: IAdminislralol

Password: ]oooooooooooo

i ' If the media server belongs to a workgroup, then you do not need to enter the domain name.

Figure 27
The server name can be:
- TESTSERVER.ADTEST.LOCAL
- TESTSERVER

- X.X. X. X

The data restore can be done with the BE server and the backup stored on QNAP NAS.

©Copyright 2010. QNAP Systems, Inc. All Rights Reserved. 24
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Symantec Intelligent Disaster Recovery for Windows Servers 5'
Restoring Data ﬁ
The wizard ig now restoring data to your disk. i O

Status

Scheduling Restare Job "WTESTSERYERSADTEST.LOCALNC:
ThEg restare has been redirected to Sstestserverd®C: .

|Backup Set Created on 3/24/2010 7:00:06 P

Job Mame Festare 00070
Media Label:  |B2D000010
' Set: a0 Media Mo.: [38
Destination:  WWTESTSERVERSADTEST.LOCALN Total Bytes: |0 MB
| Direchary:
File:

Cancel Job |

¢ Back | [ et > r\[\)l | (Lt I Help |

Figure 28

ou have completed the Disaster Recovery
izard

Thiz completes the dizaster recovery process. Femove any diskettes from drive A;
and Click Finigh to start pour original operating spstem.

If pou are restonng to a different spstem with multiple hard dizks, make sure the
BIOS iz get up to boat from the corect disk.

O most systems, the BIOS menu can be accessed by using either F2 or DEL kew

Figure 29

For more information about backup and restoration with BE, please refer to Symantec documentation.
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Back up the contents of an iSCSI drive

When you want to backup and iSCSI drive, you simply have to select this drive on the Backup Exec
selection for the server that is using the iSCSI drive.

- Start the backup wizard
- Follow the wizard until you are prompted for the resources to back up (source selection).

In this example we want to back up an iSCSI drive, connected the server TESTSERVER with the drive
letter (E:).

- Develop your server.
Select the iSCSI drive (E:Error! Reference source not found.) that is connected from the

erver ‘TESTSERVER'.

Backup Wizard

B ackup Selections
'ou can back up data from any drive ar share that 1z accessi

YWhat iterns would vau like to back up?

=y Al Resources
=-[#] = TESTSERVER
Er=l:

— e B [

Figure 30
This will back up the contents of the iSCSI drive when backing up the server TESTSERVER.

Since the iSCSI drive is a dedicated storage, we cannot back up the iSCSI drive directly from BE. You
must do it through the agent on the server that is using it.

- Complete the wizard until the end.
When you run the backup job, it will back up all the selected resources, including the contents of the

disk (E:), corresponding to the iSCSI drive.
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Back up the data from the NAS shared folders

You can back up your shared folders using BE 12.5.
To do so, you need to grant the read/write access to the shared folder to the user used by BE Services
(see Shared folder and permission page 10 ).

Note:

Firmware version 3.3 and above supports the file archive bit.

Firmware version 3.2 and below do not support the file archive bit.

Enable user shares selection

By default, you will not be able to select shared folders by browsing the NAS (to be explained later).
To enable the user shares selection, follow the steps below:
In Backup Exec console, select ‘Options’ from the ‘Tools’ menu.

Then Enable the selection of user shares in ‘Job Defaults” > ‘Network and Security’.

) Symantec Backup EXec (EVaIM o tions - Set Application Defaults

File  Edit Yiew  Network
| Job Defaults
€&, Backup Exec 12.f Soevessamets

Priority and Availability
Backup ¥ | Restore w I. Backup
] " Network and Security

¥ —

~ Network and Security

[V {Enable selection of user shares

Enable remote agent TCP dynamic port range: | 1025 - | BS53

— Network interface
Interface:

Pre/Post Commands

IUse any available network interface

Job Logs

Advanced Open File Protocol: Subrit

Advanced Disk-based Backug {Use any available pratocal =] I

Microsoft SOL

Microsoft Exchange ™ Sllow use of any avalable network interface, protocol, or subnet for remote agents

interface, protacal, or subret

Microsoft SharePoint
Microsoft &ctive Dire

Figure 31
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Select the shared folder on the NAS

After you have enabled the user shares selection in BSER, you will be able to select the shared folder

on the NAS:
- Start the backup wizard.

- Follow the wizard until you are prompted for the resources to back up (source selection).

- Browse the Microsoft Windows Network -

to select the shared folders.

the shared folders.

NAP-NASZ

£ Qdownload
£ Qmultimedia
g Qrecordlngs ;

Figure 32

- Or wuse the ‘User-defined

Selections’.

On Figure 34, you can see that you
can add the NAS shared folder by
the IP address, FQDN name or host
name. Make sure your name
resolution is working correctly. See

Appendix on page 32.

©Copyright 2010. QNAP Systems, Inc.

Or browse the Active Directory to select

Qdownload
Qmultimedia

General
MName: Qmi

=

- Favorite Resources

[T g% Domains

-E @ Oracle Real Application Clusters
=] NDMP Servers

- Dg 10.8.12.29\Public
- [ & gnap-nas2.adtest.local\Public

@ ﬁl YMware VirtualCenter and ESX Servers

All Rights Reserved.

(] @ Enterprise Yault

'] =3 NDMP Servers

(=) TESTSERVER

28

Figure 33
=71 &5 Al Resources Name 4 [ cor
- [£] =) TESTSERVER [ s Domains

[] B Favorite Resources
[T] & Microsoft ShareP...

[[] &5 oracle Real Appli...

[ £ user-defined Sel...
B @ YMware YirtualC. ..

Figure 34
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Back up the data from the NAS shared folders: Important Notice

NAS firmware v3.3.0 above
With NAS firmware 3.3.0 or above, you can use the archive bit as backup reference.

Go to ‘Job Setup’, right click your job and select ‘Properties’. Go to ‘Settings’ > ‘General’.

Backup s1 Properties

5 — General

ource
Selections Job name: IBackup s1
Resource Order
Resource Credentials Backup set description: Ibackup 51 full

Priority and Availability

Selection List Notification Saeh e
Destination Backup method for files:
Device and Media |FuII - Using archive bit [reset archive bit)
Settings ‘ _
Files accessed i ) days
Advanced
Network and Security ™| Use the Microsoft Chanae Joumal if ayaiable
Pre/Post Commands I i Pioenrustrecnn-archie

Figure 35 Details of a backup job property
The last access time for files is not supported. Backup methods using last access time cannot be used.
You can use archive bit or last modified time.

NAS firmware v3.2.x or older

If you are using NAS firmware version 3.2.x or older, the archive bit cannot be reset by a user
other than admin, and the last access time is not supported. Therefore, in your backup job
properties or in the backup job wizard, all the options using the archive bit or last access time cannot
be used.

You can verify and change the backup method of a job.

Go to ‘Job Setup’, right click your job and select ‘Properties’. Go to ‘Settings’ > ‘General’.

— Backup method
Backup method for files: With firmware 3.2:
Full - Using archive bit [reset archive bit) The followings are not supported:
Rl B Sariuginag % Using archive bit (reset archive bit)
Using modified time « Using archive bit (does not reset

Copy the files
Archive the files (delete files after successful copy)
Differential - Back up changed files since last full «% Last Accessed in (x) days
Ll Us!ng arch'n'xe bl.l [does not reset archive bit) Supported features:
Using modified time
Incremental - Back up changed files since last full or incremental = Using modified time
Using archive bit [reset archive bit) 3> C .
opy the files
Using modified time Py
Wworking Set - Back up files = Archive the files

Changed today > Changed t
Last accessed in (x) days Changed today

archive bit)

| |
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Restore files to the NAS

You can also restore the files to the NAS.

Error in restoring data to the NAS

Keeping the default restore option will result in a failure. The NAS does not

so Backup Exec cannot restore the permission settings of the files.

"Job History

Job Log for Restore 00006

Completed status: Failed seeerroris)

Expand All Collapse All

Figure 36

support NTFS permission

In this example, we try to restore to the shared folder ‘BackupFolder’ created previously.

The restore failed as shown in the job log: Access denied, error writing security data stream.

Job History  Job Log |

Click an error below to locate it in the job log

Restore- 172.17.22.159
¥-79-57344-3544 - The media server was unable to connect to the
Remote Agent on machine 172.17.22.159.

The media serwer will use the local agent to try to complete
the operation.

.17.22.159\BackupFolder

[ Acceés denled to directory post sp3 updates.

Error writ,}_rlxg secuﬁity data stream.l

Figure 37
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To avoid the error, do the following.

In the restore properties, go to ‘Settings’ > ‘General’. Select ‘Restore all information except security

for files and directories’ under ‘Restoring security information’. Click ‘Submit”.

Restore 00006 Properties

S i~ General

ource ;
Selections Jobname:  |Restore 00006
Resource Credentials
Device Job priority: IMedium

Destination
File Redirection

~ Restoring existing files

Microsoft SOL Redirection " Restore over existing files

Microsofl Exchangg Hedirgckign " Skip i file exists

Microsoft SharePoint Redirection ) ) ) o

Oracle Redirection ' Ovenwrite the file on disk only if it is older

DB2 Redirection i - i

Enterprise Yault Redirection .~ Restoring security information

VMware Redirection (" Restore all information for files and directories
o al Server Redirectior " Restore only security information for files and directories
'Settings ;

i estore all information except security for files and directori

Advanced

Network and Security ™ Restore corrupt files

Pre/Post Commands

Microsoft SOL IV Preserve liee

Microsoft Exchange
Microsoft SharePoint
Microsoft Active Directory
Lotus Domino

Oracle

DB2 e
Enterprise Vault

Netware SMS

Linuz, Uniz, and Macintosh

NDMP

\hdusiara Vieh 12l Infract iehire Y
4 | »

| Subm

Figure 38

You will be able to restore the data to the NAS correctly.

"Job History  JobLog I

[ »

Job Log for Restore 00006

Completed status: Successful
Expand All | Collapse All |

B Job Information .

Figure 39

©Copyright 2010. QNAP Systems, Inc. All Rights Reserved. 31



Appendix

Recommendations for the name resolution configuration:

- BE uses DNS resolution for name resolution in Active Directory:

o Make sure your NAS name entry is created in your domain DNS Server.

5,: Server Manager
Help
IRE o= EElEac
T Server Mandger (WIN-2GP78EEAQHQ) adtest.local 50 record(s)
[=l 5 Roles —I—
% Activl Directory Domain Services !\lame Type
& B Host (&)
i_] Host {4)
: ﬂ Host (A)
= 3 wIN-28p78EEAQHQ B Host (8)
[fj]] GlobakLogs = Host (&)
=] | Forwa i Host (A)
. Host {A)
Host {A)
Host {A)
& | Host (A)
B | Host ()
Bl L Host {A)
[+ | N DomainDnsZones = Host (&)
[+ | ForestDnsZones ; Host (A)
| Reverse Lookup Zones =
| Conditional Forwarders ; 1 Host (A)
3 Metwork Policy and Access Services i—] TElERYER Host (A)
- iy | TESTSERVER2 Host (A)

Figure 40

o Make sure your Windows server is client of to the correct DNS server: your domain DNS

Server.
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o Make sure your domain DNS suffix has been correctly set up in your Windows Server

(see the picture below Figure 41) in the advanced network interface properties.

_“m‘i_ Network and Sharing Center

JSi[=1 3

e

LS

** ~ Control Panel + Network and Internet ~ Network and Sharing Center

b [@ I Search Control Panel

Control Pane

1 Local Area Connection Status|

I Local Area Connection Properties

7]

Internet Protocol Yersion 4 {TCP/IPv4) Properti
Iternate Configuration I

'ou can geIP settings assigned automatically if you
is capability\Otherwise, you need to ask your net
‘or the appropiigte IP settings,

Subnet mask:

Default gateway:

Change adaj General l Netwarking ]
Change:adv: Connection Connect using:
IPv4 Conrlectivity: | £ Intel(R) PRO/1000 MT Netwark Connection
IPv6 Conrfectivity:
Media Stafe: Configun
Duration: This connection uses the following items:
Speed: % Client for Microsoft Networks
Detail V| [ o5 Packet Scheduler
3 W 9 File and Printer Sharing for Microsoft Networks
iR SOOI E R R
-4 |ntemet Protocol Version 4 (TCPAPv4) |
Activity Driver
Wl -« Link-Layer Topology Discovery Respt
Sent
fnstal Uninstall M Properie |
Bytes: W 125,07 it Lz |-
~ Description
- Transmission Control Protocal/Intemet Protocol. The defat
%' Properties %! Disable wide area network protocol that provides communication
| ~— across diverse interconnected networks.
oK iR
See also
Figure 41

Preferred DNS server:

Alternate DNS server:

Advanced TCP/IP Settings

HE
'1p Settings  DNS IWINSI

DNS server addresses, in order of use:

Add... | Edit... | Remoye I

The Following three settings are applied to all connections with TCPJTP
enabled. Far resolution of unqualified names:

% append primary and connection specific DNS suffixes
¥ Append parent suffixes of the primary DNS suffiz
" Append these DNS suffixes (in order):

]
2|

G e e |

S sUfFix For this connection: Iadl‘BStJﬂEal
vm@s r this connection's addresses in

™ Use this connection's DMS suffix in DS registration

e |

I~ Validate settings upon exit

OK Cancel I

- If you are using DHCP, make sure your DHCP server provides the DNS suffix.

E Server Manager

File Action View Help

&9 | 2mlc=zHE

n
" o IPvé
i, DMNS Server

“f Features

——_ .

Figure 42

- NetBIOS name resolution works on the same subnet.
may not appear on the list in *Microsoft Windows Network".

name resolution.

3™ Network Policy and Access Services

Server Options

Option Mame Vendor Value
e 015 DNS Domain MName Standard adtest.local l
” O

If your NAS is on a different subnet, it

In such case, you should use DNS

- If your NAS is in standalone mode (not joined to an Active Directory) and in a different subnet

or with the NetBIOS protocol deactivated on your network, you will not be able to browse the
NAS. You must specify the path manually by the IP address of the QNAP NAS or the DNS name

of your NAS.
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